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APT ATT&CK™ - Threat-based Purple
Teaming with ATT&CK Continued

¥ @d4weiss
¥ @MITREattack
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Introduction

= Jamie Williams
= Cyber adversarial engineer
. + behavior detection research
= ATT&CK and ATT&CK Evaluations

= Daniel Weiss
= Cyber security engineer
= Defensive cyber ops +
= ATT&CK Evaluations
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ATTXCK

Knowledge base of adversary behaviors
Threat-informed defense

Based on real-world observations
References to publicly reported intelligence

Free, open, and globally accessible
attack.mitre.org

Community-driven

attack@mitre.org
I@Ml REattack
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ATT&CK Structure

Tactics: the adversary’s technical goals
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Emulation Plans

APT 3 Emulation Plan

| Compromise
Host
Privilege

Software Escalation
Packing

Persistence
Obfuscate
Files

attack.mitre.org/resources/adversary-emulation-plans
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Evaluating Techniques

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Bven, Lateral Movement  Collection Exfiltration Command And Control

Defend

Rund

mitrac.ihbio/attack—navig
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Today’s Menu

= Walk-through of
iteratively
and defending
against a single
technique/behavior

" Purple team approach
(transparency ftw)

= Start with
confidence of defense

MITRE
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What is a behavior?

= More than hash values, signatures, IPs, etc.
" Think ATT&CK structure

= Tactic (Why)

= Technique (How)

= Procedure (What)
= Critical when considering

Approved for public release . Distribution unlimited 19 -00696 -5 MITRE
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What i1s a behavior?

= Stages of a behavior
1. Prereqguisites — What does execution require?
2. Mechanics — What does execution involve?
3. Artifacts — What does execution leave behind?

Process creation

i Network connection
Driver loaded ProcessAccess

Image loaded CreateRemoteThread
Process terminated

4 FileCreate
RegistryEvent

= Critical when considering detection

© 2019 The MITRE Corporation. All rights reserved. Approved for public release. Distribution unlimited 19-00696-5 MITRE
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a behavior?

Atomic Red Team

monitor >>>

Automated Adversary
Emulation

|
|
| 1
| 2
| 3
| 4
| &
| 6
| 7
| 8
m >

onitor >>

github.com/redcanaryco/atomic-red-team

© 2019 The MITRE Corporation. All rights reserved.

PRRRRERRRER

PFHORSROO

2919-84-25
2919-84-25
2919-84-25
2919-84-25
2919-84-25
2919-84-25
2919-84-25
2919-84-25

.813667
.286592
.543663
.696768
.7980833
.887264
.811256
.161405

|
|
Get-Process |
arp -a |
net share |
whoami |
Get-Service |
sleep 68 |
nltest /dclist:%USERDOMAIN% |
wmic /NAMESPACE:\\root\SecurityCenter2 PATH AntivirusProduct GET /value |

github.com/mitre/caldera

Approved for public release. Distribution unlimited 19-00696-5

MITRE



a behavior - Scenario
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© 2019 The MITRE Corporation. All rights reserved.

win10.windomain.local [Running]

Recycle Bin
Boot Time: 4/30/2019 3:1
10.0.2.15
192.168.38.104 ”
147.75.207.207 147.75.207.
192.168.38.102
Version: Windows 10
rvice Pack: No service pack
r Name: vagrant
Googlygon Domain: WIN10
ChremSgon Server: WIN10
IE Version: 11.471.17134.0
Workstation, Terminal Server
Volumes: C:\60.00 GBNTFS
Free Space: C:\43.20 GBNTFS
Memory: 2048 MB Windows 10 Enterprise Evaluation
Windows License is expired
Build 17134.rs4_release.18041 0-1804
H. 428PM |
® A =5 B ¥ A @B e e

Approved for public release. Distribution unlimited 19-00696-5
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a behavior?

Atomic Test #1 - Indirect Command Execution - pcalua.exe

The Program Compatibility Assistant (pcalua.exe) may invoke the execution of programs and commands from a
Command-Line Interface.

Reference

Supported Platforms: Windows
Inputs

Name Description Type Default Value

process Process to execute  string
payload_path Path to payload path c:\temp\payload.dll

payload_cpl_path Path to payload path C:\Windows\system32\javacpl.cpl -c Java

Run it with command_prompt !

pcalua.exe —-a #{process}
pcalua.exe —a #{payload_path}
pcalua.exe -a #{payload_cpl_path}

© 2019 The MITRE Corporation. All rights reserved.

Atomic Test #2 - Indirect Command Execution - forfiles.exe

forfiles.exe may invoke the execution of programs and commands from a Command-Line Interface.

Reference
"This is basically saying for each occurrence of notepad.exe in c:\windows\system32 run calc.exe"

Supported Platforms: Windows
Inputs

Name Description Type  Default Value

process  Process to execute  string | calc.exe

Run it with command_prompt !

forfiles /p c:\windows\system32 /m notepad.exe /c #{process}

mal.dll:evil.exe"

atomicredteam.io

Approved for public release. Distribution unlimited 19-00696-5 MITRE



How do you a behavior (T1202)?
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win10.windomain.local [Running]

win10.windomain.local [Running]

© WIN{

Y
: 5
5
P Wlndm 10 Enter_pnse Eyaluatnnon Windows 10 Enterprise Evaluation
) Windows License is expired Windows License is expired
e ——— Build 17134154 rlease180410-1204 Build 1713454 release.160410-1804
— 4:38 PM
- i o 440 PM
& A B B ¥ AR e 0010 ® o2 H M B A Wm0

pcalua.exe -a calc.exe forfiles /p C:\Windows\System32

© 2019 The MITRE Corporation. All rights reserved. ) o L
P g Approved for public release. Distribution unlimited 19-00696-5

tepad. Ic.
/m notepad.exe /c calc.exe MITRE
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giphy.com/gifs/i-see-what-you-did-there-CcUk4a6fkgUfu
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How do you detect a behavior?
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= Data Sources — source of information

* Process monitoring, etc.
= Sensors — collect information from data sources

= Analysis of collected information

= Detection Lab —purple team playground
= Windows domain
= Splunk server
= https://github.com/clong/DetectionLab

© 2019 The MITRE Corporation. All rights reserved. ) o o
N ¢ orporatio g Approved for public release. Distribution unlimited 19-00696-5

MITRE
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How do you detect a behavior (T1202)?

= Atomic Test #1
= pcalua.exe -a calc.exe

= Process monitoring
= pcalua.exe
= Process command-line
parameters
"-3
= Windows event logs
= 4688 (Process creation)

© 2019 The MITRE Corporation. All rights reserved.

Approved for public release.

FrocessMName: explorer.exe
CommandLine: CA\Windows\Explorer. EXE
PID: 3608
Integrity: Medium

ProcessMName: pcalua.exe
CommandLine: C\Windows'\system32\pcalua.exe -a calc.exe
PID: 7140
Integrity: Medium

ProcessMame: calc.exe
CommandLine: C\Windows\system3Zicalc.exe
PID: 3528

Inteqgrity: Medium

MITRE

Distribution unlimited 19-00696-5



How do you detect a behavior (T1202)?
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= Atomic Test #2

= forfiles /p C:\Windows\System32 /m notepad.exe /c calc.exe

= Process monitoring
= forfiles.exe

* Process command-line parameters

&
=G
= /c or -C

= Windows event logs
= 4688 or 1 (Sysmon)

© 2019 The MITRE Corporation. All rights reserved.

ProcessMame: explorer.exe
CommandLin xplorer. EXE
8
Integrity: Medium

ProcessCreate

ProcessMame: forfiles.exe
CommandLine: C:\Windows\system32iforfiles.exe ndowsh\System32 /m notepad.exe /c calc.exe
F 6
Integrity: Medium

ProcessCreate

ProcesszCreate

exe ProcessMam
nost.exe OXT -Foroey CommandLine: CMWWin
PID: :
Integrity: Medium

CommandLine: V¥ 1S AWindo

Approved for public release. Distribution unlimited 19-00696-5
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ATT&CK Evaluations

MITRE ATT&CK EVALUATIONS Evaluations  Get Evaluated

Step Procedures Technique Detection Type Detection Notes Screenshots

i i Telemetry showed that Resume Viewer.exe was
User Execution TEIemETry (TamtEd) y * Telemetry showing Resume Viewer.exe running (tainted by the
executed. The telemetry was tainted by the

- . (T1 204) Q ‘9 parent Script File Created alert. parent Script File Created alert)
Legitimate user Debbie

clicked and executed Rundll32 Telemetry (Tainted) Telemetry showed that cmd.exe created the
malicious self-extracting rundll32.exe process that started update.dat. Telemetry showing cmd.exe launched rundli32.exe (tainted by

archive (Resume (T'] 085) Q 6’! The telemetry was tainted by the parent Script  the Script File Created alert)

File Created alert.
Viewer.exe) on 10.0.1.6

Telemetry showed that Resume Viewer.exe

created cmd.exe, which ran the script * Telemetry showing cmd.exe running pdfhelper.cmd (tainted by
(T—l 064) Q (.6' pdfhelper.l.j:md._ The telemetry was tainted by the the Script File Created alert)

parent Script File Created alert.

attackevals.mitre.org

(Nimda) Scripting Telemetry (Tainted)

MITRE
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giphy.com/gifs/luDW6dmgqcsuc
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How do you a behavior, better (T1202)?

= Look at how previous behavior was detected

= In this case, we need to move away from process-level
monitoring

= NET/C# alternative?
= Access to underlying Win32 API
= Immature detection posture due to complexity
= | egitimate usage provides noise / false positives
= | everaged by red teamers and threat actors

Approved for public release . Distribution unlimited 19 -00696 -5 MITRE
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How do you a behavior, better (T1202)?

" CreateProcessA, unsurprisingly, lets users create new
processes and by default, processes will be created with their
inherited parent. However, this function also supports a
parameter called “IpStartupInfo” where you can
essentially define the parent process you want to use.

countercept.com/blog/detecting-parent-pid-spoofing

Approved for public release . Distribution unlimited 19 -00696 -5 MITRE
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a behavior, better (T1202)?

C:\>SelectMyParent notepad 864
SelectMyParent vB.A.A.1: start a program with a selected parent process
Source code put in public domain by Didier Stevens.
https://DidierStevens.com

Use at your own risk

Process created:

A

» ' |sass exe 864
| notepad exe 5156
® | lsm exe

| CRMme axe

E vinlogon .exe

5156

|_C||::.3| EiEerit';' -E'Uth']rit'.'r FI'FDC.. Tl..h|::r[|5|:|\“t [:J::FDCII_:IT.ICIFI
Notenad Microsoft Comporation
Microsoft Comporation
soft Comporation

soft Comporation

Local Session Manager Serv..
Client Server Runtime Process Micro
Windows Logon Application  Micro

no Copyright

NT AUTHORITY? C"'T"STEI'.I'I
NT AUTHORITYASYSTEM

NT AUTHORITYASYSTEM
NT AUTHORITYASYSTEM
NT AUTHORITYASYSTEM

blog.didierstevens.com/2009/11/22/quickpost-
selectmyparent-or-playing-with-the-windows-process-tree/

© 2019 The MITRE Corporation. All rights reserved.

Approved for public release. Distribution unlimited 19-00696-5

MITRE
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a behavior, better (T1202)?
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© 2019 The MITRE Corporation. All rights reserved.

%

-
This PC
Recycle Bin .
Boot Time: 5/5/2019 2:56 PM
e Address: 10.0.2.15
a 192.168.38.104 -
MicrdaM S Server: 147.75.207.207 “7'75'207'2“-‘t
Edge 192.168.38.102
S Version: Windows 10
rvice Pack: No service pack
er Name: vagrant
Geohlogon Domain: WIN10
ChremSgon Server: WIN10
IE Version: 11.471.17134.0

nrkstation, Terminal Server

xggfmnygrl‘gmes: C:\60.00GBNTFS
ree Space: C:\37.84 GBNTFS
Memory: 2048 MB Windows 10 Enterprise Evaluation
Windows License is expired
Build 17134.rs4_release.180410-1804
— 331PM
" AR H BN N A B g

x33fconDemo.exe calc.exe [ppid]

Approved for public release. Distribution unlimited 19-00696-5

MITRE
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“CHALLENGE ACCEPTED
- P A

giphy.com/gifs/hoppip-how-i-met-your-mother-barney-stinson-AWv3UAFkgz39u/media

© 2019 The MITRE Corporation. All rights reserved. ) o .
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= Process monitoring
= Unsigned? Untrusted?

= Process command-line parameters

u ? Processhame: explorer.exe
CommandLine: CAWindows\Explorer. EXE
PID: 3608
Integrity: Medium

ProcessCreate ProcessCreate

ProcessName: x33fconDemo.exe ProcessMName: calc.exe
CommandLine: CA\Users\wagrant\Desktopw33fconDemo.exe calc.exe 3608 CommandLine: calc.exe
PID: 3376 PID: 5400
Integrity: Medium Integrity: Medium

ProcessCreate

FrocessMName: Conhost.exe
CommandLine: \?7C AWindowshsystem32hconhost.exe Oxfifffif -ForceV1
PID: 6968
Integrity: Medium

© 2019 The MITRE Corporation. All rights reserved.

Approved for public release. Distribution unlimited 19-00696-5

MITRE
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How do you detect a better behavior(7T1202)?

= Loaded DLLs/DLL monitoring
(Sysmon Event ID 7: Image loaded)

= clr.dll - Microsoft .NET Runtime Common Language Runtime
= clrjit.dll - Microsoft .NET Runtime Just-In-Time Compiler

" File monitoring (Sysmon Event ID 11: FileCreate)
= AppData\Local\Microsoft\CLR_v*\UsagelLogs\*.log

twitter.com/sbousseaden/status/11231603621556879367?s=21

Approved for public release . Distribution unlimited 19 -00696 -5 MITRE
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How do you detect a better behavior(7T1202)?

= ETW Providers
= Microsoft-Windows-DotNETRuntime {E13C0D23-CCBC-4E12-931B-D9CC2EEE27E4}

= Microsoft-Windows-DotNETRuntimeRundown {A669021C-C450-4609-A035-
5AF59AF4DF18}

= Microsoft-Windows-Kernel-Process {22FB2CD6-0E7B-422B-A0C7-2FAD1FDOE716}

= Capture/View ETW Events
= |ogman/tracerpt
= PyWinTrace - https://github.com/fireeye/pywintrace

= Dot Net Runtime ETW -
https://gist.github.com/countercept/7765ba05ad00255bcf6a4a26d7647f6e#file-
dotnet-runtime-etw-py

© 2019 The MITRE Corporation. All rights reserved. ) o o
’ P g Approved for public release. Distribution unlimited 19-00696-5 MITRE
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How do you detect a better behavior(7T1202)?

Capturing CLR .
ETW Events

Domalnﬂo u e oad X 3 8 Manifest , C:\Users\vagrant\Desktop\x33fconDemo.exe,

Met hodjlttlngStarted ©x9E4024, x33fconDemo.Program, Main

MethodJittingStarted, ©x9E4024, x33fconDemo.SelectMyParent, CreateProcess

AssemblylLoad V1, ©xF515B@, Native , System, Version=4.0.0.0, Culture=neutral, PublicKeyToke

Nn=b77a5c561934e089

2328, Moduleload V2, ©xF515B0, Native |Manifest , C:\Windows\Microsoft.Net\assembly\GAC_MSIL\Syst

em\v4.0 4.0.0.0_ b77a5c561934e089\System.dll, C:\Windows\assembly\NativeImages v4.0.30319 32\Syst

em\58ae81d120290fd6262fa798dc911c12\System.ni.dll, System.pdb

2328, DomainModulelLoad V1, ©xF515B@, Native |Manifest , C:\Windows\Microsoft.Net\assembly\GAC MSI

L\System\v4.0 4.0.0.0__b77a5c561934e089\System.dll, C:\Windows\assembly\NativeImages v4.0.30319 3

2\System\58ae81d120290fd6262fa798dc911c12\System.ni.dll

2328, MethodJlittingStarted, ©6x71C11000, System.Runtime.InteropServices.Marshal, SizeOf

- Nefhod]ltlnllnlngFalled System.Runtime.InteropServices.Marshal, SizeOf, System.Runtime.Int
/ SizeOf, System.Runtime.InteropServices.Marshal, SizeOf

-countercept.com/blog/detecting-parent-pid-spoofing
Approved for public release. Distribution unlimited 19-00696-5 MITRE

© 2019 The MITRE Corporation. All rights reserved.
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How do you detect a better behavior(7T1202)?

Bonus: Capturing Kernel Process ETW Events

C:\Users\vagrant\Desktop\pywintrace-master\pywintrace-master>python detect-ppid.py
Failed to get data field data for Flags, incrementing by reported size
Failed to get data field data for Flags, incrementing by reported size
Failed to get data field data for Flags, incrementing by reported size

ISpoofed parent process detected!!!

calc.exe(6900) is detected with parent explorer.exe(3476) but originally from parent x33f
conDemo.exe(6564).
[ETW monitoring stopped.

countercept.com/blog/detecting-parent-pid-spoofing

© 2019 The MITRE Corporation. All rights reserved. . o o
’ P g Approved for public release. Distribution unlimited 19-00696-5 MITRE
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How do you detect a better behavior, better?

= Detecting every behavior in real-time may not be
feasible and/or realistic

= Cost, noise, etc.

= May be more attainable for hunt/IR to capture data
= ex: Analysts investigate specific events/incidents

= More emphasis on blocking

= ex: .NET Framework 4.8 (APR 2019) includes
Antimalware Scan Interface (AMSI)
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How do you detect a better behavior(T1202), better?

.NET log file
creates /writes

= Notional defensive approach

0. Hunters proactively seek all pieces
1. Alert analyst when .NET DLLs are loaded by an unsigned process

2. Analyst manually investigates ETW, logs, and other follow-on activity
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Closing statements

" From to
medium confidence
on 1 technique

=" Rinse and repeat
other behaviors

= Combine into full
campaign emulation
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attack.mitre.org
medium.com/mitre-attack

attack@mitre.org

w@MITREattack
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