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How can we encode ESC1
Into the graph?

And:

Enable simple discovery of ADCS-based attack paths
Enable per-object auditing and analysis

Comply with the existing data model and UX

Maintain accuracy and performance of the application



Put simply:

How do we get BloodHound to accurately, reliably,
and quickly answer the following question:

Which principals can perform ESC17?
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Domain Enterprise CA
@ Container @ Root CA

Enroll




Agenda

e How we model ADCS in BloodHound

o Post-processing to enrich the model



Domain Enterprise CA
@ Container @ Root CA

Enroll




Domain Enterprise CA
@ Container @ Root CA

NTAuthStoreFor

Enroll




Domain
@ Container

Enterprise CA

@ Root CA

®)

ontains

&)

NTAuthStoreFor

Type:
Name:
ObjectID:
caCerts:

NTAuthStore

NTAuthCertificates
722A8BB3-AEF5-49C7-9C8C-C1C97A219007

[ 5GF0143662A7EA16ESDB90E44DOF1F1FC87B...]

S .
Do“‘a\‘\ ontains

Type:
Name:
ObjectID:

certThumbprint:

certChain:

PublishedCerts:

EnterpriseCA
ESC1-ESC1-DC-CA
14CEE53E-4D95-4DDD-A244-BF15C73DCO6A

5F0143662A7EA16ES8DBO0OE44DOF1F1FC87B1E...
[6F0143662A7EA16ES8DBO0E44DOF1F1FC87B1...]

[DomainController, ESC1, User...]

Enroll




Domain
@ Container

Enterprise CA

@ Root CA

®)

ontains

&)

NTAuthStoreFor

Type:
Name:
ObjectID:
caCerts:

NTAuthStore

NTAuthCertificates
722A8BB3-AEF5-49C7-9C8C-C1C97A219007

[ 5GF0143662A7EA16ESDB90E44DOF1F1FC87B...]

S .
Do“‘a\‘\ ontains

Type:
Name:
ObjectID:

certThumbprint:

certChain:

PublishedCerts:

EnterpriseCA
ESC1-ESC1-DC-CA
14CEE53E-4D95-4DDD-A244-BF15C73DCO6A

5F0143662A7EA16ES8DBO0OE44DOF1F1FC87B1E...
[6F0143662A7EA16ES8DBO0E44DOF1F1FC87B1...]

[DomainController, ESC1, User...]

Enroll




Domain Enterprise CA
@ Container @ Root CA

NTAuthStoreFor

Enroll




Domain Enterprise CA
@ Container @ Root CA

NTAuthStoreFor

Enroll

RootCAFor




Domain

@ Container
Group

@ NT Auth Store @ User

Enterprise CA

@ Root CA
Cert Template

@’ RootCAFor

NTAuthStoreFor
ontains

&

ontains

Type:

Name:

ObjectID:
certThumbprint:

RootCA

ESC1-ESC1-DC-CA
4B5183E1-DB57-4A57-8159-3E9649F3B01C
5F0143662A7EA16ES8DB90E44DOF1F1FC87B1E...

MV

A0S ontains

Type:
Name:
ObjectID:

certThumbprint:

certChain:

PublishedCerts:

EnterpriseCA
ESC1-ESC1-DC-CA

14CEES53E-4D95-4DDD-A244-BF15C73DCO6A
5F0143662A7EA16ES8DBO0E44DOF1F1FC87B1E...
[5F0143662A7EA16E8DBO0E44DOF1F1FC87B1.. ]

[DomainController, ESC1, User...]

Enroll




Domain

@ Container
Group

@ NT Auth Store @ User

Enterprise CA

@ Root CA
Cert Template

@’ RootCAFor

NTAuthStoreFor
ontains

&

ontains

Type:

Name:

ObjectID:
certThumbprint:

RootCA

ESC1-ESC1-DC-CA
4B5183E1-DB57-4A57-8159-3E9649F3B01C
5F0143662A7EA16ES8DB90E44DOF1F1FC87B1E...

MV

A0S ontains

Type:
Name:
ObjectID:

certThumbprint:

certChain:

PublishedCerts:

EnterpriseCA
ESC1-ESC1-DC-CA

14CEES53E-4D95-4DDD-A244-BF15C73DCO6A
5F0143662A7EA16ES8DBO0E44DOF1F1FC87B1E...
[5F0143662A7EA16E8DBO0E44DOF1F1FC87B1.. ]

[DomainController, ESC1, User...]

rustedForNTAuth

EnterpriseCAFor

Enroll




Domain Enterprise CA @’ RoOtCAFor

NTAuthStoreFor

@ Container @ Root CA ontains

ontains
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ontains

(8)

\0 ontains Ops
/178 COntaInS
@ =
e
Oo,,ta. Contains
Qs rustedForNTAuth

12)

EnterpriseCAFor

Contains|

Enroll




Domain Enterprise CA @’ RoOtCAFor

~ NTAuthStoreFor
@ Container @ Root CA ontains
@ Group Cert Templ Type: EnterpriseCA
Name: ESC1-ESC1-DC-CA
h @ User ObjectID: 14CEE53E-4D95-4DDD-A244-BF15C73DCO6A
NT Auth Store certThumbprint: 5F0143662A7EALGES8DBIOE44DOF1F1FCS7BIE...
certChain: [6F0143662A7EA16E8DBO0E44DOF1F1FC87B1..]
PublishedCerts: [DomainController, ESC1, User...]

=&
Type: EnterpriseCA _
Name: ESC1-ESC1-DC-CA pntains
ObjectID: 14CEE53E-4D95-4DDD-A244-BF15C73DCO0O6BA
certThumbprint: C322C67BDF7B299B0A80034A7B238922AB1E1l... |
certChain: [C322C67BDF7B299B0..., 5F0143662A7EA1GE...]
PublishedCerts: [DomainController, ESC1, User...]

dataing

Enroll




Domain
@ Container

Enterprise CA

@’ RootCAFor

NTAuthStoreFor

ontains

Cert Templ| TYP€:
Name:

ObjectID:
@ NT Auth Store @ User certThumbprint:

certChain:
PublishedCerts:

EnterpriseCA

ESC1-ESC1-DC-CA
14CEE53E-4D95-4DDD-A244-BF15C73DCO6GA
5F0143662A7EA16ES8DB90OE44DOF1F1FC87BI1E...
[5F0143662A7EA16EBDBO90E44DOF1F1FC87B1...]
[DomainController, ESC1, User...]

Type:

Name:

ObjectID:
certThumbprint:
certChain:
PublishedCerts:

EnterpriseCA
ESC1-ESC1-DC-CA

14CEES3E-4D95-4DDD-A244-BF15C73DCO6GA
C322C67BDF7B299B0A80034A7B238922AB1E1...
[C322C67BDF7B299B0..., 5F0143662A7EA1GE...]

[DomainController, ESC1, User...]

bntains

Enroll




Domain Enterprise CA
@ Container @ Root CA

OF

RootCAFor
NTAuthStoreFor
ontains
ontains
ontains
ontains Ons. .
”78 COntainS
(&) =
d
Contains
rustedForNTAuth

Contains|

Enroll

EnterpriseCAFor

12)




Type: EnterpriseCA
@ Domain Enterprise| Name: ESC1-ESC1-DC-CA
ObjectID: 14CEE53E-4D95-4DDD-A244-BF15C73DCO6GA
@ Container @ RootCA | certThumbprint: 5F0143662A7EA16ES8DBIOE44DOF1F1FC87BIE. .
certChain: [SF0143662A7EA16ES8DB90OE44DOF1F1FC87B1...]
@ Group Cert Templ PublishedCerts: [DomainController, ESC1, User...]
Icantains
Type: CertTemplate
Name: ESC1
ObjectID: DEBCS8BEB-40AF-48B5-940F-AAFAFE961B...
AuthEnabled: True
AuthSignatures: 0

EnrolleeSuppliesSub: True
RequireMgrApproval:
SchemaVersion:

Enroll




Type: EnterpriseCA
@ Domain Enterprise| Name: ESC1-ESC1-DC-CA
ObjectID: 14CEE53E-4D95-4DDD-A244-BF15C73DCO6GA
@ Container @ RootCA | certThumbprint: 5F0143662A7EA16ES8DBIOE44DOF1F1FC87BIE. .
certChain: [SF0143662A7EA16ES8DB90OE44DOF1F1FC87B1...]
@ Group Cert Templ PublishedCerts: [DomainController, ESC1, User...]
Icantains
Type: CertTemplate
Name: ESC1
ObjectID: DEBCS8BEB-40AF-48B5-940F-AAFAFE961B...
AuthEnabled: True
AuthSignatures: 0

EnrolleeSuppliesSub: True
RequireMgrApproval:
SchemaVersion:

Enroll




Domain Enterprise CA @’ RoOtCAFor

12)

NTAuthStoreFor
. ontains
@ Container @ Root CA
@ Group Cert Template @
ontains
@ NT Auth Store @ User
ontains
0 ontains Ohs. .
o> L Contajng
it =
Oonta- Contains
s, rustedForNTAuth
— PublishedTo
63\5 l EnterpriseCAFor
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This model enables automatic
Identification of ADCS privilege
escalation primitives




Domain Enterprise CA @’ RoOtCAFor

12)

NTAuthStoreFor
. ontains
@ Container @ Root CA
@ Group Cert Template @
ontains
@ NT Auth Store @ User
ontains
0 ontains Ohs. .
o> L Contajng
it =
Oonta- Contains
s, rustedForNTAuth
— PublishedTo
63\5 l EnterpriseCAFor
A Containg| 6‘5\
((b/ g\)
/,gbed 19
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MATCH (d:Domain {objectid:'S-1-5-21-1004336348-1177238915-682003330'})
MATCH (rca:RootCA)-[:RootCAFor]->(d)

MATCH (ca:EnterpriseCA)-[:IssuedSignedBy|EnterpriseCAFor*1..]->(rca)
MATCH (ca)-[:TrustedForNTAuth]->(nt:NTAuthStore)-[:NTAuthStoreFor]->(d)
MATCH (ct:CertTemplate)-[:PublishedTo]->(ca)

WHERE (ct.requiresmanagerapproval = false

AND ct.schemaversion > 1

AND ct.authorizedsignatures =0

AND ct.authenticationenabled = true)

OR (ct.requiresmanagerapproval = false

AND ct.schemaversion=1

AND ct.authenticationenabled = true)

OPTIONAL MATCH (n)-[:GenericAll[Enroll|AllExtendedRights]->(ct)
OPTIONAL MATCH (m)-[:Member0f*1..]->(n)

WITH ca,COLLECT(n) + COLLECT(m) AS CTEnrollers,d
OPTIONAL MATCH (0)-[:Enroll]->(ca)

WHERE o IN CTEnrollers

OPTIONAL MATCH (q)-[:Member0f*1..]->(:Group)-[:Enroll]->(ca)

WHERE q IN CTEnrollers

WITH COLLECT(q) + COLLECT(0) + CTEnrollers AS CTandCAEnrollers,d
MERGE (CTandCAEnrollers)-[:ADCSESC1]->(d)

RootCAFor
NTAuthStoreFor

rustedForNTAuth

PublishedTo

EnterpriseCAFor

Enroll




ADCS ESC1



Agenda

e ADCS Attack Path discovery and execution
o ESC1
o ESC3
o ESC4



Agenda

e ADCS Attack Path discovery and execution
o ESC1



ESC1 Cert Template Enterprise CA Domain Controller

Alice Bob



® =)

ESC1 Cert Template Enterprise CA Domain Controller

“Please issue an ESC1 certificate
to me. My subject alternative
name is bob@contoso.local”

Alice Bob



ESC1 Cert Template Enterprise CA Domain Controller

(=) )

Certificate

EKU: Client Authentication
Alice SAN: bob@contoso.local Bob




ESC1 Cert Template Enterprise CA Domain Controller

“Please issue a TGT to me for
bob@contoso.local. This

certificate will serve as my
credential for that user.”

(=) )

Certificate

EKU: Client Authentication
Alice SAN: bob@contoso.local Bob

.




ESC1 Cert Template Enterprise CA Domain Controller

(=) )

; Kerberos z
Ticket

. Principal Name:
Alice bob@contoso.local Bob




& Chrome File Edit View History Bookmarks Profiles Tab Window Help (] S 0 3 A do G ¥ & 3 83  Q 8- FriJun7 453PM

BloodHound

C ( ® bloodhound.localhost 3 New Chrome available :

BLOODHOUND * EXPLORE GROUP MANAGEMENT o
% COMMUNITY EDITION S—

»

- Q SEARCH © PATHFINDING </> CYPHER —  None Selected

No information to display.

il Layout Export Search Current Results



https://docs.google.com/file/d/1N45L48ZFe0L4vqZGKvoX2nMBP1ohkw-r/preview

Agenda

e ADCS Attack Path discovery and execution

o ESC3



(=)

EnrollmentAgent User Enterprise CA Domain Controller

ESC3 - Abuse of Enrollment Agent Permissions

Alice Bob



® @ (=)

EnrollmentAgent User Enterprise CA Domain Controller

“Please issue an EnrollmentAgent
certificate to me.”

Alice Bob



EnrollmentAgent User Enterprise CA Domain Controller

(=) )

Certificate

EKU: Cert. Request Agent
Alice SAN: alice@contoso.local Bob




® @ (=)

EnrollmentAgent User Enterprise CA Domain Controller

“Please issue an User certificate
on behalf of Bob.” (& )

Certificate

EKU: Cert. Request Agent
SAN: alice@contoso.local

Alice Bob



EnrollmentAgent User Enterprise CA Domain Controller

(=) )

Certificate

EKU: Client Authentication
Alice SAN: bob@contoso.local Bob




EnrollmentAgent User Enterprise CA Domain Controller

“Please issue a TGT to me for
bob@contoso.local. This
certificate will serve as my
credential for that user.”

(=) )

Certificate

EKU: Client Authentication
Alice SAN: bob@contoso.local Bob




® @ (=)

EnrollmentAgent User Enterprise CA Domain Controller

(=) )

; Kerberos 2
Ticket

. Principal Name:
Alice bob@contoso.local Bob




ESC3 - What is an Enrollment Agent

e Certificate Request Agent EKU e L .
(1 . 3 . 6 . 1 . 4 . 1 . 3 1 1 . 2 0 . 2 . 1) —> Superseded Templates Extensions Security Server
General Compatibility Request Handling Cryptography Key Attestation
Enrollment Age nt Subject Name Issuance Requirements
® Can enro” on behalf Of Other Require the following for enrollment:
principals in templates: SlAoRriicata e g el
o Schema version 1 v This number of authorized signatures: 1
o Schema version 2+ with the If you require more than one signature, autoenroliment is not allowed.
Certificate Request Agent EKU Policy type required in signature:
required as Application Policy Application policy
Application policy:
https://posts.specterops.io/adcs-attack-paths-in- Certificate Request Agent

bloodhound-part-2-ac7f925d1547

Add..

Remove



https://posts.specterops.io/adcs-attack-paths-in-bloodhound-part-2-ac7f925d1547
https://posts.specterops.io/adcs-attack-paths-in-bloodhound-part-2-ac7f925d1547

ESC3 - Enrollment Agents in BloodHound

DOMAINCONTROLLER@ESC3.LOCAL

EnrollOnBehalfOf

ESC3-ENROLLMENTAGENTTEMPLATE@ESC3.LOCAL

EnrollOnBehalfof EnrollOnBehalfOf

DOMAINCONTROLLERAL

EFSRECOVERY@ESC3.LOCAL






https://docs.google.com/file/d/1d1mLE_2lAjoWbhDFMefNrhj0I6rOFtso/preview
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e ADCS Attack Path discovery and execution

o ESC4
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o> L Contajng
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— PublishedTo
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RootCAFor
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“That wouldn’t happen
In the real world”
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Q SEARCH & PATHFINDING </> CYPHER + ADCSESC4
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5 4
N/D/ESSERVE@ NTAUthStoreFor
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rite ner v v
o v WriteDacl — g PublishedTo
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https://docs.google.com/file/d/1jXjpBebwhTKTuXebf-a62KuO4sKxybJI/preview

Agenda

e Remediation Strategies and Practical Examples



Find non-Tier Zero principals with ADCSESCx edges

BLOODHOUND " EXPLORE GROUP MANAGEMENT
! COMMUNITY EDITION

= Q SEARCH € PATHFINDING </> CYPHER

ESC10.LOCAL

@

L}

MATCH p = (n)-

ADCSESC4 ~
4 ADCSESClIADCSESCS\ADCSESC4]ADCSESC6a|ADCSESC6b|ADCSESC9a\ADCSES - ENTERPRISEKEYADMINS@ESC1OLOCAL
C9b | ADCSESC1@a|ADCSESC10b | ADCSESC13]->(m) .Cescmssrevsnssmowca
2 WHERE "admin_tier_@" IN split(m.system_tags, ' ') ADCSESC13

3 AND (n.system_tags IS NULL OR NOT "admin_tier_©" IN

split(n.system_tags, ' ')) DOMAINUSERS@ESC‘IO,LOCAL
4 RETURN p

4

B SAVE QUERY ? HELP P SEARCH

MATCH p =

(n) - [ :ADCSESC1 | ADCSESC3 | ADCSESC4 | ADCSESC6a | ADCSESC6b | ADCSESC9a |ADCSESC9b |A
DCSESC10a|ADCSESC10b |ADCSESC13] ->(m)

WHERE "admin tier 0" IN split(m.system tags, ' ')

AND (n. system tags IS NULL OR NOT "admin tier 0" IN split(n.system tags, '
"))

RETURN p



Find non-Tier Zero principals with ADCS permissions

3 1
2
3
4

Q  SEARCH

)
€ PATHFINDING  </> CYPHER

o«

MATCH (c:Container)-[:Contains*@..]->(pkiobject)
KEY SERVICES"

WHERE c.name STARTS WITH "PUBLIC

MATCH p = (pkiobject)<-[r]-(x)
WHERE (x.system_tags IS NULL OR NOT "admin_
split(x.system_tags, ' '))
AND (x:User OR x:Computer OR x:Group)

AND type(r) <>
RETURN p

'Enroll’

B SAVE QUERY

? HELP

660000000 ®

tier_

e" IN

P SEARCH

Va

MATCH
(c:Container)-[:Contains*0..]->(pkiobject)
WHERE c.name STARTS WITH "PUBLIC KEY
SERVICES"

MATCH p = (pkiobject)<-[r]-(x)

WHERE (

x.system tags IS NULL

OR NOT "admin tier 0" IN
split(x.system tags, ‘' ')

)

AND (x:User OR x:Computer OR x:Group)
AND type(r) <> 'Enroll'

RETURN p



ESC1 Remediation

e ESCI1: Enrollee Supplies Subject

e If you can, then either:

o Limit enrollment rights to Tier Zero principals
o Remove EKUs that enable domain authentication



ESC1 Remediation

e Common scenario:
Helpdesk (NOT Tier Zero) creates
smart cards on behalf of others

e Solution: Enrollment agents - with
restrictions

e Example:

o Yubico - Setting up Smart Card
Login for Enroll on Behalf of:
https://support.yubico.com/hc/e
n-us/articles/360015669119-Set

ting-up-Smart-Card-Login-for-Enr
oll-on-Behalf-of

dumpster-DCO1-CA Properties ? X
Extensions Storage Certificate Managers
General Policy Module Exit Module
Enroliment Agents Auditing Recovery Agents Security

For more information see Delegated Enrollment Agents.

O Do not restrict enroliment agents
@ Restrict enroliment agents

Enroliment agents:
DUMPSTER\Domain Users Add...

Everyone
DUMPSTER\svc_shs

Remove
Certificate Templates:
[<Ai> | Add.
Remove
Pemissions:
Name Access Add...
Everyone Allow ROmons
DUMPSTER\TO_Admins Deny
Allow

o oy e



https://support.yubico.com/hc/en-us/articles/360015669119-Setting-up-Smart-Card-Login-for-Enroll-on-Behalf-of
https://support.yubico.com/hc/en-us/articles/360015669119-Setting-up-Smart-Card-Login-for-Enroll-on-Behalf-of
https://support.yubico.com/hc/en-us/articles/360015669119-Setting-up-Smart-Card-Login-for-Enroll-on-Behalf-of
https://support.yubico.com/hc/en-us/articles/360015669119-Setting-up-Smart-Card-Login-for-Enroll-on-Behalf-of

ESC1 Remediation

Be careful - not all security vendors know what they are doing

FIDO Security Keys Home Products Guides Compatible Service Catalog  FAQ

6. Under the Security tab. be sure the Read and Enroll ability is set for the user or group of users WH E “ Y 0 u R SEG u R ITY - GATE
who will be setting up the smart cards for logon. The admin group is same as auto-enrollment | % LN
settings ey
Properties of New Template X
Subject Name Server Issuance Requirements
Compatibiity General Request Handling Cryptography = Key Attestation
Superseded Templates Extensions Security
. Gomorusernanu 3
Authenticated Users _> S
& Administrator
82 Domain Admins (TEST\Domain Admins)
| S8 Domain Users (TEST\Domain Users)

| 88 Enterprise Admins (TEST\Enterprise Admins)

Permissions for Authenticated Users

Full Control
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Conclusion

e ADCS attack paths are highly complex
e BloodHound dramatically simplifies ADCS attack path discovery
e BloodHound CE is free and open source software:

o https:/github.com/SpecterOps/BloodHound

e Joinusinthe BloodHound Slack:
o https:/ghst.ly/BHSlack
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