
Red 
Team Oops!





What is this talk?

● Coworkers for many years
● Red Team / AAS
● War Stories
● What about the failures?

○ The F*** ups
○ “lessons” learned
○ TTP found! (sometimes)

● Lean back, it’s storytime!



PHISH PHISH 
PHISH PHISH

Must be realistic!





Phish #1 - Word document with Macro





Got shell from 2 users



Was Joe and User



Phish #2 - Credentials 



Phish #2 - Credentials 



Phish #2 - Credentials 

Username: 
YourPhish@customer.com

Password: SucksLoser!





Phish 3 - Don’t want to talk about it…



Phish 4 - Another Failed Phish



My feelings at this moment



Change Career?



Phish # 5 - Survey





Established persistence

Screenshots

Downloaded files 

Explored config of machine

Happy and took an early evening!





Checked the survey answers





Thinking while writing the report on how I failed





AZURE INFORMATION PROTECTION

Encrypts and protects the attachment
Can only be opened by designated target
Bypassed all sandboxes and scanning engines

Blue team had to logon as that user to get the macro out

https://www.youtube.com/watch?v=EYUp_MNtJIk (Phishing past Mail Protection 
Controls using Azure Information Protection)

https://www.youtube.com/watch?v=EYUp_MNtJIk


● Persistence pays off

● Remember to do in depth osint of 

people you target (They might be 

leaving)

● When you meet a lot of resistance 

and fail over and over and over and 

over again you get creative! 

What did we learn?



My very first time



The plan!







“Guardrails” - Process mutex

https://www.cse.chalmers.se/edu/year/2015/course/TDA383_LP3/lecture4.html







How can we fix this???



● ALWAYS check your payload 
configuration before hitting 
send

● Replicating and “playing out” 
the initial access scenario in the 
lab pays off!

● You can actually get "too 
much" initial access

What did we learn?



●



● Basically nothing
● Barely anything exposed
● No luck on password spraying
● Except “CRITICAL” SSL3 

Findings

Externally



Phishing - Landed a shell

Used an internal payload and framework for C2 
(Details will be released later this year) – Teaser!



● No weak credentials
● No local escalations
● No SPN to kerberoast
● Nothing on file shares
● No default credentials
● Network stuff? Printers, tomcat - NOPE
● Coercing? Forget it
● Bloodhound paths? Nothing!
● Certs? Well, ESC1 for domain computers
● Stuck at the initial foothold

● This was however an old domain

Internally - Things are locked down!



●



●







Searched for old computer accounts

● User account control: 
○ PASSWD_NOTREQD 
○ WORKSTATION_TRUST_ACCOUNT (4128)

● Found two accounts that actually had the password set to the 
computer name

● Had to change the password - wrote some custom tooling
● Requested certificate and yeah - full compromise without 

detection!
● Guess who dreamt of who that following night?







● Never give up! Just try harder 
until you lose sleep over it!

● Rage fuels creative research 
ideas

● Legacy knowledge can 
actually be useful sometimes!

What did we learn?



Meeting the client



I got a tingle…







https://stripeolt.com/knowledge-hub/expert-intel/qr-code-phishing-detection/ - Liam Jones 

https://stripeolt.com/knowledge-hub/expert-intel/qr-code-phishing-detection/


QR Codes without the images?



https://www.youtube.com/watch?v=cG8Uq2VESfM&pp=ygUPSm9obiBIYW1tb25kIFFS

Old news…



●

https://codepen.io/jasonadelia/pen/DwWaNW





●





Demo time!



What it feels like



● Basic research on potential 

detections likely pays off

● KISS

○ Keep it simple, stupid

● Project can be found at

What did we learn?



Thank you!


